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Letter from the Executive Board 

Distinguished Delegates, 

It is our distinct privilege to welcome you to this session of the United Nations General 
Assembly. As we convene to address some of the most complex, rapidly evolving, and 
systemic challenges of the modern era, our focus turns to a critical intersection of 
technology, human rights, and international security. The contemporary information 
ecosystem, while bringing unprecedented connectivity and opportunities for sustainable 
development, has also emerged as a primary vector for destabilizing activities. The rapid 
rise of harmful content and illicit financial networks online represents a profound threat 
to global stability, social cohesion, and the international rule of law. This background 
guide has been prepared to provide you with a comprehensive, academically rigorous, and 
nuanced foundation for your research. The agenda before this committee requires us to 
move beyond surface-level definitions and examine the deep structural connections 
between information manipulation and transnational financial crime. We will explore 
how malicious actors exploit algorithmic architectures, regulatory gaps, and jurisdictional 
boundaries to spread hatred, manipulate public discourse, and orchestrate sophisticated 
financial scams on an industrial scale. 

As representatives of your respective nations, you are tasked with navigating some of the 
most difficult policy dilemmas of our time. How do we protect the fundamental right to 
freedom of expression while preventing the catastrophic real-world harms of hate speech 
and coordinated lies? How can we strengthen global cooperation to dismantle highly 
sophisticated cybercrime networks without compromising state sovereignty or creating 
over-broad surveillance regimes? The resolutions you draft in this committee must offer 
creative, actionable, and balanced solutions that respect human rights, promote 
technological resilience, and foster equitable global governance. We encourage you to 
study this guide closely, analyze the issue from the unique geopolitical perspective of your 
assigned delegation, and approach the upcoming negotiations with a spirit of 
collaboration, diplomatic rigor, and strategic vision. The international community is 
looking to this body to chart a path forward toward a safer, more inclusive, and more 
secure digital future for all. 

We wish you the very best in your preparation and look forward to a highly productive 
and stimulating debate. 

Sincerely, 

The Executive Board of the United Nations General Assembly 
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1. Committee Overview 

1.1 Mandate and Scope 

The United Nations General Assembly stands as the chief deliberative, policymaking, and 
representative organ of the United Nations. Established under Chapter IV of the Charter 
of the United Nations, the General Assembly occupies a central position in the 
multilateral architecture as the only universal body in which all member states enjoy 
equal representation, with each nation possessing one vote. This egalitarian structure 
grants the assembly unique political legitimacy, enabling it to address a wide array of 
global challenges that transcend national boundaries. 

 

The mandate of the General Assembly is exceptionally broad, encompassing the authority 
to discuss any questions or any matters within the scope of the Charter. It is empowered 
to make recommendations to member states and other United Nations organs on issues 
of international peace and security, economic development, social progress, human 
rights, and the codification of international law. In the contemporary era, this mandate 
has increasingly focused on the governance of the global digital commons, as the rapid 
expansion of information and communications technologies has fundamentally 
transformed human interaction, commerce, and statecraft. Historically, the General 
Assembly has addressed issues of technology and security through a fragmented, sector-
specific approach. It has treated international security in cyberspace, human rights 
online, and transnational cybercrime as distinct policy tracks. However, the 
contemporary digital landscape has demonstrated that these domains are deeply 
interconnected. The rise of sophisticated digital threats has forced the assembly to adopt 
a more holistic, cross-disciplinary perspective, recognized as the governance of the 
contemporary information ecosystem. 

The scope of the General Assembly's action in this domain is guided by its responsibility 
to promote international cooperation in the economic, social, cultural, educational, and 
health fields. It also assists in the realization of human rights and fundamental freedoms 
for all without distinction. As digital systems become the primary infrastructure for these 
fields, the General Assembly has emerged as the principal global forum for establishing 
normative frameworks, encouraging technical capacity-building, and fostering 
international consensus on the responsible behavior of states and non-state actors in 
cyberspace. This universal scope is particularly critical because the rapid pace of digital 
transformation has occurred alongside a profound digital divide. This divide represents a 
systemic gap in access to, use of, and capacity to regulate modern information and 
communications technologies. It exists between developed and developing nations, as 
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well as between different socio-economic groups within states. 

The General Assembly is uniquely mandated to bridge this divide, ensuring that global 
digital governance frameworks do not disproportionately exclude or burden developing 
states. Instead, these frameworks must support their sustainable development and 
national security. Its scope of action includes recommending policies that promote 
equitable access to technology, establishing global standards for platform accountability, 
and facilitating technical assistance to build resilient national cybersecurity and legal 
infrastructures. 

1.2 Relevance to the Agenda 

The contemporary information ecosystem is highly interconnected, with the rapid 
proliferation of digital platforms creating new vulnerabilities that span multiple domains 
of international concern. The rise of hate speech, misinformation, and digital financial 
crimes directly threatens the core pillars of the United Nations: peace and security, 
human rights, and sustainable development. As a universal body, the General Assembly 
is the only international forum with the political legitimacy and thematic breadth 
necessary to address these interconnected crises. 

The relevance of the General Assembly to this agenda is rooted in its ability to break down 
institutional silos. Traditional international organizations and specialized agencies often 
approach these threats from a narrow, sector-specific perspective. For example, law 
enforcement agencies focus strictly on the prosecution of cyber-enabled theft, while 
human rights bodies focus on protecting freedom of expression. 

The General Assembly is positioned to synthesize these perspectives into a unified global 
strategy. It recognizes that information manipulation and financial crime are no longer 
separate challenges, but rather integrated components of a highly organized, digital threat 
landscape. 

Furthermore, the General Assembly is relevant because it serves as the custodian of the 
United Nations Sustainable Development Goals. The rise of digital financial crimes and 
the pollution of the information space pose a direct threat to the achievement of these 
goals. The massive financial losses incurred from cyber-enabled scams drain billions of 
dollars from local economies. This drains resources from sustainable development 
projects, undermines public trust in digital financial systems, and exacerbates economic 
inequality. Similarly, the spread of hate speech and misinformation destabilizes societies, 
fuels ethnic and religious conflicts, and erodes the institutional trust necessary for 
sustainable development. By addressing these challenges, the General Assembly directly 
supports the realization of Sustainable Development Goal 16, which aims to promote 
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peaceful and inclusive societies, provide access to justice for all, and build effective, 
accountable, and inclusive institutions. The General Assembly also provides a critical 
platform for addressing the role of non-state actors, particularly multinational technology 
corporations and financial institutions. These entities control the digital platforms and 
financial infrastructures through which hate speech, misinformation, and digital financial 
crimes propagate. The General Assembly, through its convening power, can facilitate the 
multi-stakeholder dialogue necessary to hold these powerful non-state actors 
accountable. It can encourage them to align their business models and operational 
procedures with international human rights standards and global security priorities. 

1.3 Powers and Limitations 

The General Assembly possesses unique powers that allow it to shape the global 
normative landscape, yet it also operates under significant constitutional limitations. 
Understanding this balance is critical for delegates as they formulate resolutions and 
negotiate policy outcomes. 

The primary power of the General Assembly lies in its ability to adopt resolutions that 
express the collective will and moral consensus of the international community. While 
these resolutions are generally non-binding on member states, they carry immense moral 
and political authority. They serve as a key source of soft law, establishing international 
norms, guiding national legislation, and laying the groundwork for the development of 
legally binding treaties. 

For example, the assembly can establish expert groups, mandate the creation of global 
codes of conduct, and initiate negotiations for international conventions. The adoption of 
the Global Digital Compact and the ongoing work toward a unified code of conduct on 
information integrity demonstrate the assembly's capacity to drive global consensus on 
digital governance. In addition to its normative power, the General Assembly possesses 
important budgetary and administrative authority. It controls the budget of the United 
Nations, allowing it to allocate resources to specialized agencies, departments, and 
programs. The assembly can direct funds to technical assistance and capacity-building 
programs, helping developing states strengthen their national cybersecurity, financial 
intelligence, and judicial systems. This budgetary power is a critical tool for addressing 
the digital divide, enabling the assembly to translate its normative resolutions into 
concrete, operational support for vulnerable member states. However, the limitations of 
the General Assembly are equally significant. Unlike the Security Council, the General 
Assembly cannot authorize military action or impose legally binding economic sanctions. 
It lacks enforcement mechanisms to compel compliance with its resolutions. If a member 
state chooses to ignore an assembly resolution regarding platform regulation or 
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cybercrime cooperation, the assembly has no direct legal recourse to penalize that state. 
This limitation means that all policy solutions proposed within the assembly must rely on 
voluntary cooperation, mutual benefit, and normative pressure. 

Furthermore, the principle of state sovereignty, as enshrined in Article 2, paragraph 7, of 
the United Nations Charter, acts as a major limiting factor. Member states possess the 
sovereign right to regulate their domestic information spaces and financial systems. Any 
international framework proposed by the General Assembly must carefully navigate this 
sovereignty, ensuring that global standards do not infringe upon national jurisdiction or 
fail to respect the diverse legal, cultural, and political systems of member states. This 
tension is particularly acute in discussions regarding hate speech and misinformation, 
where international standards may clash with domestic constitutional protections for free 
speech. 

2. Introduction to the Agenda 

2.1 Importance of the Issue 

The contemporary information ecosystem has undergone a radical transformation over 
the past two decades. The proliferation of high-speed internet, social media platforms, 
instant messaging applications, and advanced financial technologies has democratized 
communication and commerce on a global scale. This digital revolution has empowered 
individuals, facilitated civic engagement, streamlined global trade, and accelerated 
financial inclusion. However, this same connectivity has also exposed deep vulnerabilities 
within human societies and regulatory structures. 

The rise of hate speech, misinformation, and digital financial crimes represents a systemic 
threat that cannot be addressed in isolation. The velocity and scale at which harmful 
content and financial scams propagate through digital platforms have outpaced the 
capacity of existing legal, institutional, and technological safeguards. In the contemporary 
environment, a single coordinated disinformation campaign can incite ethnic violence in 
a matter of hours, while a sophisticated cyber-scam compound can siphon millions of 
dollars from vulnerable populations halfway across the world. 

This issue is of paramount importance because it directly undermines public trust in the 
fundamental pillars of stable societies: independent media, democratic institutions, 
scientific consensus, and financial systems. When the information space is saturated with 
lies and hatred, public discourse becomes highly polarized, preventing the collective 
action needed to address existential global challenges such as climate change, pandemics, 
and poverty. Similarly, when digital financial systems are perceived as insecure and rife 
with fraud, the economic progress generated by digital transformation is severely 
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compromised, particularly in developing nations where financial trust is fragile. 

2.2 Conceptual Framing 

To engage in effective debate, the General Assembly must establish clear, precise, and 
universally accepted conceptual definitions for the phenomena under discussion. While 
these terms are frequently used in public discourse, their legal and operational definitions 
within the United Nations system carry specific nuances. 

The concept of information integrity refers to the accuracy, consistency, and reliability of 
information within the public sphere. A healthy information ecosystem is one where 
citizens have access to diverse, verified, and high-quality information, enabling them to 
make informed decisions and participate meaningfully in democratic processes. 
Information integrity is threatened by a spectrum of harmful content, primarily 
categorized into hate speech, misinformation, and disinformation. 

According to the United Nations Strategy and Plan of Action on Hate Speech, hate speech 
is defined as any kind of communication in speech, writing, or behavior that attacks or 
uses pejorative or discriminatory language with reference to a person or a group on the 
basis of who they are, specifically their religion, ethnicity, nationality, race, color, descent, 
gender, or other identity factor. It is important to emphasize that hate speech is not 
merely offensive language; it is a form of communication that actively targets identity, 
fosters systemic discrimination, and can act as a precursor to physical violence and 
atrocity crimes. The critical distinction between misinformation and disinformation lies 
entirely in the element of intent. Misinformation refers to the unintentional 
dissemination of inaccurate or false information, shared in good faith by individuals who 
are unaware that they are passing on falsehoods. 

In contrast, disinformation is defined as inaccurate or false information that is 
deliberately created and systematically disseminated with the specific intent to deceive 
the public, cause social harm, or advance political or economic agendas. In practice, 
however, the boundary between these two phenomena is highly fluid. A deliberate piece 
of disinformation created by a malicious actor can be picked up, believed, and shared by 
well-meaning citizens, thereby transforming into misinformation as it cascades through 
the network. In parallel, the rise of cyber-enabled fraud has introduced a new dimension 
of threat. Cyber-enabled fraud refers to traditional financial crimes, such as scams, 
identity theft, and asset manipulation, that are scaled, accelerated, and transformed 
through the use of digital information and communications technology. When these 
financial crimes intersect with the information ecosystem, they leverage misinformation, 
sophisticated social engineering, and advanced technologies to exploit human psychology 
on a massive scale. This convergence represents a highly organized form of transnational 
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organized crime that threatens both individual financial security and global economic 
stability. 

2.3 Nature of the Problem 

The nature of this agenda item is characterized by systemic complexity and thematic 
convergence. The challenges of hate speech, misinformation, and digital financial crimes 
are no longer separate, parallel issues; they have converged into a single, mutually 
reinforcing crisis within the global digital infrastructure. 

This convergence operates through several distinct pathways. First, the financial models 
of modern digital platforms are driven by user engagement. Content that provokes strong 
emotional reactions, such as anger, fear, or outrage, is systematically prioritized by 
platform algorithms to keep users online longer, thereby maximizing advertising revenue. 
This algorithmic incentive structure actively facilitates the spread of hate speech and 
sensationalist disinformation. Malicious actors and organized crime syndicates exploit 
this dynamic, utilizing coordinated inauthentic behavior to amplify divisive narratives, 
generate social chaos, and soften the target population for financial exploitation. 

Second, the technical infrastructure that supports the dissemination of information also 
supports the execution of financial crimes. For example, instant messaging applications 
that utilize strong encryption are vital tools for protecting human rights and ensuring 
secure communication. 

However, these same encrypted channels are systematically exploited by transnational 
criminal syndicates to operate illicit marketplaces, coordinate human trafficking, and 
manage large-scale financial scams in complete secrecy. This technological dual-use 
dilemma represents a core challenge for international cooperation. 

Third, the emergence of advanced artificial intelligence has supercharged both the 
velocity and the persuasiveness of digital threats. Generative artificial intelligence allows 
for the rapid, automated creation of highly convincing disinformation, realistic audio 
clones, and sophisticated deepfakes. These technologies can be used to manipulate 
political elections, damage corporate reputations, or deceive individuals into transferring 
funds to fraudulent investment schemes. The traditional methods of defense, such as 
manual fact-checking and basic digital literacy, are increasingly inadequate in the face of 
these automated, high-fidelity threats. 

3. Substantive Issue Analysis 

3.1 How the Issue Works 
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The contemporary information ecosystem operates as a highly complex, multi-layered 
machine, where technological architectures, economic incentives, and human psychology 
interact to produce systemic vulnerabilities. To formulate effective policy, it is necessary 
to understand the precise operational mechanics of these digital threats. 

At the core of the information ecosystem lies the mechanism of algorithmic amplification. 
Digital platforms utilize sophisticated machine learning models to curate the content that 
appears on a user's feed. These algorithms do not prioritize content based on its accuracy, 
social value, or adherence to ethical standards. Instead, they are optimized to maximize 
user engagement, a metric composed of watch time, clicks, shares, comments, and 
reactions. Because human psychology is naturally attuned to novel, threatening, or 
emotionally charged stimuli, content that evokes intense negative emotions achieves 
significantly higher engagement rates. 

The algorithm recognizes this pattern and proactively recommends similar content to a 
wider audience, creating an algorithmic feedback loop that systematically elevates hate 
speech and sensationalist disinformation while marginalizing nuanced, factual discourse. 
Within this amplified environment, digital financial crimes have evolved from simple, 
isolated phishing attempts into highly structured, industrial-scale operations. This is 
clearly illustrated by the mechanics of the pig-butchering scam, a highly structured, long-
term cryptocurrency investment scam that relies on systematic emotional grooming, 
psychological manipulation, and fabricated financial returns to coerce victims into 
liquidating their assets. 

 

The operational process of a pig-butchering scam follows a deliberate, multi-stage 
lifecycle, starting with target profiling and initial contact, progressing through intense 
relationship building, transitioning to the introduction of a fake platform, and concluding 
with the extraction of life-altering sums and rapid capital flight. 

This process is supported by a sophisticated digital infrastructure. Criminal syndicates 
deploy specialized software known as infostealers to compromise user devices, silently 
exfiltrating personal data, system login credentials, and stored financial information. 

These stolen credentials are used to construct highly targeted, personalized spear-
phishing attacks, which are highly customized messages sent to specific individuals to 
deceive them into revealing sensitive credentials or downloading malware. In more 
advanced cases, syndicates utilize a zero-day exploit, which is a software vulnerability 
exploited by malicious cyber actors before the software vendor has become aware of it or 
developed a security patch to resolve it. Once the funds are exfiltrated, the syndicates 
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leverage the speed and relative anonymity of cryptocurrency networks, particularly 
stablecoins such as Tether (USDT), to move the stolen assets across international borders 
in seconds. Stablecoins are cryptocurrencies designed to maintain a stable value relative 
to a specific fiat currency, such as the US dollar, and they are frequently utilized by 
cybercriminals to exfiltrate and layer illicit funds rapidly. This rapid capital flight 
bypasses traditional banking compliance checks and is facilitated by specialized peer-to-
peer marketplaces and escrow networks that operate in extrajudicial zones, far beyond 
the reach of national financial regulators. 

 

3.2 Structural Factors 

Several deep structural factors have enabled the rapid rise and globalization of these 
digital threats. These factors are not temporary glitches, but rather fundamental 
characteristics of the contemporary international system and the digital economy. 

The first structural factor is the emergence of regulatory and jurisdictional arbitrage. 
Transnational criminal networks deliberately locate their physical operations in weak 
states, conflict-affected regions, or semi-autonomous special economic zones. 

In these enclaves, state governance is extremely weak, law enforcement is often under-
resourced or complicit, and cross-border police cooperation is virtually non-existent. By 
operating from these physical safe havens while targeting victims in wealthy, digitally 
advanced nations, criminal syndicates insulate themselves from local law enforcement 
and exploit the slow, cumbersome nature of international legal assistance frameworks. 

The second structural factor is the proliferation of underground banking and shadow 
financial systems. Underground banking refers to informal, parallel financial transfer 
systems that operate outside the oversight of traditional banking regulators, facilitating 
untraceable cross-border value transfers and money laundering. 

The execution of large-scale cyber-scams requires an efficient mechanism to convert 
digital assets into untraceable fiat currencies and reintegrate them into the legitimate 
global financial system. To achieve this, criminal syndicates rely on a complex network of 
unlicensed money transfer operators, over-the-counter cryptocurrency brokers, and 
informal value transfer networks. These networks operate parallel to, and frequently 
interface with, traditional banking institutions, exploiting systemic weaknesses in global 
anti-money laundering and know-your-customer compliance frameworks. 

The third structural factor is the rise of the "Crime-as-a-Service" economy. The barriers 
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to entry for digital crime have fallen dramatically due to the commercialization of cyber-
offensive tools. On underground digital marketplaces and encrypted forums, criminal 
actors can lease advanced malware, buy stolen database credentials, purchase synthetic 
deepfake generation tools, and hire professional money laundering networks for a small 
fee. This high degree of specialization allows relatively low-skilled actors to orchestrate 
highly sophisticated, global cyberattacks and financial scams. 

The physical enclaves of this shadow economy are concentrated in specific regions, such 
as the borderlands of Myanmar, Cambodia, and Laos, where special economic zones have 
been co-opted by criminal networks.  

These enclaves exploit several key structural vulnerabilities: 

● Special Economic Zones: Built originally to attract legitimate foreign direct 
investment, these zones were systematically co-opted by transnational criminal 
syndicates to establish industrial-scale cyber-scam compounds, protected by weak 
local regulatory oversight. 

● Special Enforcement Enclaves: Regions such as Shwe Kokko and Myawaddy in 
Myanmar, or Poipet in Cambodia, where local armed groups or corrupt bureaucrats 
provide physical protection and security services to scam operators, shielding them 
from state intervention. 

● Infrastructure Integration: The utilization of state-built roads, power grids, and 
high-speed telecommunications lines, alongside satellite internet systems, to 
provide the highly reliable connectivity required to execute global digital scams. 

● Human Trafficking Pipelines: Deceptive online recruitment networks that lure 
vulnerable, multilingual young professionals with the promise of high-paying tech 
jobs, only to traffic them into these zones and enslave them within the compounds. 

● Financial Integration Hubs: The creation of parallel payment processors and digital 
escrow networks that accept both virtual assets and fiat currencies, allowing 
syndicates to launder and integrate their illicit proceeds into the global financial 
system. 

3.3 Evolution of the Issue 

The contemporary digital threat landscape is the result of a rapid evolutionary trajectory, 
marked by a continuous technological arms race between malicious actors and 
international regulators. In the early decades of the internet, digital financial crimes were 
characterized by uncoordinated, low-sophistication activities, such as basic email 
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phishing, advance-fee frauds, and simple website defacements. Similarly, online hate 
speech and misinformation were largely confined to isolated, fringe online forums, 
possessing limited capacity to influence mainstream public discourse or catalyze large-
scale physical violence. 

The emergence of Web 2.0 and the centralization of the internet around massive social 
media platforms in the late 2000s and early 2010s marked a major evolutionary shift. The 
introduction of engagement-based news feeds and targeted advertising models allowed 
for the rapid, viral dissemination of content. 

Malicious actors quickly recognized the power of these platforms for narrative warfare. 
This period saw the rise of coordinated inauthentic behavior, where state and non-state 
actors deployed networks of automated bots and fake accounts to systematically inject 
disinformation and hate speech into targeted political environments. The mid-2010s 
witnessed a critical escalation in state-sponsored cyber-enabled theft. A key milestone 
was the activity of North Korea's Lazarus Group, which pioneered the fusion of advanced 
state-sponsored espionage tactics with direct, large-scale financial theft to bypass 
international economic sanctions and generate hard currency for the regime. The group's 
execution of the 2016 Bangladesh Bank cyber heist, which compromised SWIFT operator 
credentials to attempt the theft of nearly one billion dollars, demonstrated that global 
financial infrastructure was highly vulnerable to digital assault. 

The COVID-19 pandemic catalyzed a further, massive evolution. The imposition of global 
lockdowns accelerated digital adoption across all sectors of society, dramatically 
expanding the attack surface for cybercriminals. Concurrently, the collapse of the physical 
gambling industry in Southeast Asia forced criminal syndicates to pivot their massive 
physical infrastructures, real estate assets, and human trafficking networks into the 
construction of industrial-scale cyber-scam compounds. This period saw the 
institutionalization of the pig-butchering scam and the emergence of highly sophisticated, 
multibillion-dollar digital guarantee marketplaces, such as Huione Guarantee, which 
provided the secure escrow and laundering services necessary for these illicit factories to 
operate at a global scale. Today, this infrastructure is increasingly integrated with 
generative artificial intelligence, creating a highly automated, adaptive, and resilient 
threat environment. 

4. Geopolitical / Stakeholder Context 

The global governance of the contemporary information ecosystem is heavily contested, 
with key nation-states, regional blocs, and non-state actors advancing deeply divergent 
strategic visions. These conflicts are rooted in fundamental differences in constitutional 
law, political philosophy, security priorities, and economic interests. 



 

15 

The United States represents a highly distinct stakeholder position, defined by a strong 
commitment to free market principles, multi-stakeholder internet governance, and a 
constitutional jurisprudence that prioritizes the protection of free speech. The United 
States remains highly skeptical of any centralized, global governance models or 
international regulatory frameworks that could be exploited by authoritarian regimes to 
suppress legitimate online expression or violate national sovereignty. While the United 
States recognizes the severe threat of digital financial crimes and state-sponsored cyber-
enabled theft, it maintains that these challenges should be addressed through targeted 
law enforcement cooperation, robust public-private partnerships, and capacity-building, 
rather than the creation of expansive, legally binding global treaties that might mandate 
content censorship. 

Consequently, the United States has frequently opposed or voted against resolutions that 
seek to codify broad, undefined international regulatory commitments over digital 
technologies. 

In stark contrast, a coalition led by the Russian Federation and the People's Republic of 
China advocates for the concept of digital sovereignty. Digital sovereignty is a state-led 
model of digital governance where a national government asserts absolute, centralized 
control over all information flows, digital infrastructures, and cryptographic protocols 
within its borders. From this perspective, the open, global architecture of the internet is 
viewed as a threat to national security, social stability, and political cohesion. These states 
argue that national governments must possess the absolute sovereign right to regulate, 
monitor, and control all digital information flows within their borders, including the 
power to block foreign platforms, censor harmful content, and demand strict state 
oversight of cryptographic keys. Russia and China have systematically utilized the United 
Nations to advance this state-led governance model, culminating in their successful 
sponsorship of the newly adopted United Nations Convention against Cybercrime. 
Authoritarian states view this treaty as a powerful legal mechanism to legitimize state 
surveillance and compel international assistance in prosecuting political dissidents and 
journalists under the legal cover of combating cybercrime. 

 

The European Union has positioned itself as a regulatory superpower, advancing a third 
pathway that emphasizes democratic accountability, platform regulation, and the 
protection of fundamental human rights. Through landmark legislation such as the 
Digital Services Act and the Digital Markets Act, the European Union has established a 
comprehensive legal framework that mandates high standards of transparency, 
algorithmic accountability, and proactive risk mitigation for major digital platforms 
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operating within its jurisdiction. The European model seeks to protect users from hate 
speech, disinformation, and digital scams by imposing massive financial penalties on 
technology companies that fail to enforce their own terms of service or neglect to conduct 
rigorous human rights due diligence. The European Union strongly supports multilateral 
cooperation through the United Nations but insists that all global standards must be 
firmly anchored in international human rights law. 

For developing nations, particularly within Southeast Asia, Latin America, and Africa, the 
priorities are heavily centered on national security, capacity building, and economic 
survival. Many of these states find themselves on the front lines of the global digital crisis, 
acting as both the physical hosts of transnational cyber-scam compounds and the primary 
targets of devastating financial fraud. These nations often lack the advanced technical 
infrastructure, specialized law enforcement units, and comprehensive legal frameworks 
necessary to combat highly sophisticated, cross-border cybercrime syndicates. While they 
are highly supportive of international assistance and the harmonization of cybercrime 
laws, they are also wary of becoming battlegrounds for the geopolitical rivalries of the 
major digital powers, and they struggle to balance the high costs of digital compliance 
with their pressing domestic development goals. 

5. Legal / Policy Framework 

5.1 Core Principles 

The legal framework governing the contemporary information ecosystem is anchored in 
foundational instruments of international human rights law. The most critical challenge 
facing the international community is the harmonious application of these instruments 
to the complex, borderless realities of the digital age. The primary legal tension resides in 
the relationship between Article 19 and Article 20 of the International Covenant on Civil 
and Political Rights (ICCPR). Article 19 of the ICCPR guarantees the fundamental right 
to freedom of opinion and expression, which includes the freedom to seek, receive, and 
impart information and ideas of all kinds, regardless of frontiers, through any media. 

This right is a cornerstone of democratic societies and human dignity. However, Article 
19 is not absolute. Under paragraph 3, the exercise of this right may be subject to certain 
restrictions, but only such as are provided by law and are necessary for the respect of the 
rights or reputations of others, or for the protection of national security, public order, or 
public health and morals. Conversely, Article 20 of the ICCPR imposes a positive 
obligation on member states to prohibit certain forms of expression. Specifically, Article 
20, paragraph 2, mandates that any advocacy of national, racial, or religious hatred that 
constitutes incitement to discrimination, hostility, or violence shall be prohibited by law. 
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This creates a clear legal boundary: while citizens possess the right to express 
controversial, offensive, or non-mainstream opinions, they do not possess the right to 
engage in expression that actively incites systemic discrimination or physical violence 
against protected groups.The core challenge for international law is ensuring that 
domestic laws enacted to implement Article 20 are highly precise and do not become over-
broad mechanisms that violate the core protections of Article 19. 

5.2 Doctrines / Policy Approaches 

To navigate the complex boundary between protected expression and prohibited 
incitement, international legal experts have developed sophisticated, structured 
doctrines. The most prominent and widely endorsed framework is the Rabat threshold 
test. Adopted by the Office of the United Nations High Commissioner for Human Rights, 
the Rabat threshold test is a six-part legal evaluation framework developed by the UN to 
determine whether a specific instance of expression is severe enough to warrant criminal 
prohibition under international human rights law. 

 

The Rabat threshold test provides a rigorous, six-part threshold test to determine whether 
a specific instance of expression is severe enough to warrant criminal prohibition under 
Article 20 of the ICCPR: 

● Context: The analysis must examine the broader social, historical, and political 
environment in which the speech occurred, assessing whether the speech took place 
during a period of heightened social tension, active conflict, or systemic 
discrimination, where words are significantly more likely to trigger immediate real-
world violence. 

● Speaker: The position, status, and authority of the speaker must be evaluated. 
Statements made by political figures, religious leaders, or highly influential media 
personalities carry far greater weight and are substantially more capable of 
mobilizing an audience to commit acts of discrimination or violence than identical 
words uttered by an isolated individual. 

● Intent: The speaker must possess the specific intent to advocate hatred and incite 
the audience to act against a targeted group. Negligence or reckless speech, while 
harmful, is generally insufficient to meet the high threshold for criminal prosecution 
under international standards. 

● Content and Form: The speech itself must be analyzed to determine if it is direct, 
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provocative, and clearly targets a protected group, taking into account the specific 
language, symbols, or metaphors employed. 

● Extent of Dissemination: The reach and velocity of the speech must be evaluated. 
This includes analyzing the media channel used, the size of the audience reached, 
and whether the speech was disseminated systematically across multiple digital 
networks. 

● Likelihood of Harm and Imminence: There must be a direct causal link and a high 
probability that the speech will result in actual, physical harm, discrimination, or 
violence against the targeted group, with such harm being highly imminent. 

The Rabat threshold test serves as a critical policy tool, advising that only expression 
meeting all six criteria should be criminalized. Less severe forms of hate speech should be 
addressed through civil or administrative law remedies, public counter-speech initiatives, 
and educational programming, thereby preserving the delicate balance of international 
human rights law. 

5.3 Existing Frameworks 

In recent years, the international community has taken major steps to codify digital 
governance frameworks. The most significant development is the adoption of the United 
Nations Convention against Cybercrime, also known as the Hanoi Convention. As the first 
legally binding, global treaty dedicated to cybercrime, the convention establishes a 
comprehensive international framework for law enforcement cooperation, the sharing of 
electronic evidence, and the harmonization of national criminal laws. The treaty requires 
signatory states to criminalize specific cyber-dependent and cyber-enabled offenses 
within their domestic jurisdictions, including unauthorized system access, data 
interference, and the deployment of computer systems for large-scale financial fraud. 

Importantly, the convention seeks to balance the enforcement of cybercrime laws with 
the protection of state sovereignty and international human rights law. It establishes a 
24/7 network to provide real-time assistance for cross-border criminal investigations, 
streamlines extradition procedures, and creates mechanisms for mutual legal assistance. 
Mutual legal assistance is a formal process by which sovereign states cooperate with each 
other to gather and exchange information, secure electronic evidence, and execute 
judicial orders for criminal investigations and prosecutions. 

Crucially, the treaty incorporates the principle of dual criminality for extradition. Dual 
criminality is a foundational principle of international law requiring that an offense for 
which extradition or mutual legal assistance is requested must be recognized as a crime 
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under the domestic laws of both the requesting and requested states. The convention 
provides an important safeguard against the political abuse of extradition requests. It 
allows member states to refuse mutual legal assistance if they have reasonable grounds to 
believe the request is intended to prosecute an individual based on their sex, race, 
religion, nationality, or political opinions. 

In parallel with binding treaties, the United Nations has developed highly influential soft 
law frameworks. The Global Digital Compact, adopted as part of the Pact for the Future, 
serves as a comprehensive roadmap for global digital cooperation, aiming to close digital 
divides, promote information integrity, and harness artificial intelligence for the benefit 
of humanity. Additionally, the United Nations Global Principles for Information Integrity, 
proposed by the Secretary-General, offer a holistic, multi-stakeholder framework based 
on five core principles: societal trust and resilience; independent, free, and pluralistic 
media; transparency and research; public empowerment; and healthy economic 
incentives. These principles urge digital platforms to shift away from business models that 
prioritize engagement above human safety and rights, and to invest heavily in safety-by-
design and localized human content moderation. 

5.4 Gaps and Limitations 

Despite the existence of these frameworks, significant legal and operational gaps continue 
to hinder effective international action. The first major limitation is the structural delay 
in the ratification and implementation of international treaties. The UN Cybercrime 
Convention requires forty member states to deposit their instruments of ratification 
before it can formally enter into force. Even after entering into force, the actual 
operationalization of the treaty depends on the willingness and capacity of individual 
states to pass complex domestic enabling legislation, train their judicial authorities, and 
allocate sufficient financial resources. This slow, bureaucratic process contrasts sharply 
with the hyper-velocity of digital innovation, where cybercriminal networks can modify 
their tactics, technologies, and physical jurisdictions in a matter of days. The second gap 
lies in the persistent lack of consensus regarding the legal definitions of key offenses. 
While the UN Cybercrime Convention provides a clear framework for traditional 
cybercrimes, it does not establish universally accepted definitions for online hate speech, 
misinformation, or disinformation. 

This definitional void allows individual states to exploit vague national laws to criminalize 
legitimate online political dissent, journalistic reporting, and civil society activism under 
the guise of combating fake news or protecting public order. 

The resulting fragmentation of national laws severely complicates cross-border 
cooperation, as a state that values free speech may refuse to assist in a foreign 
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investigation targeting online expression that is legal domestically but criminalized 
abroad. The third gap is the lack of binding enforcement and regulatory mechanisms for 
digital platforms and financial entities. Currently, both the Global Digital Compact and 
the UN Global Principles for Information Integrity are entirely voluntary, non-binding 
soft law instruments. They rely on the goodwill of massive, multi-national technology 
corporations and financial institutions to alter their highly profitable engagement-driven 
algorithms and compliance procedures. Similarly, the regulation of virtual assets and 
over-the-counter cryptocurrency brokers remains highly fragmented, allowing illicit 
financial flows to easily bypass traditional financial intelligence units. 

6. Role of International / Institutional Actors 

The effective governance of the contemporary information ecosystem requires the active 
participation of a diverse array of international organizations, specialized United Nations 
agencies, and regional bodies. Each of these actors possesses a unique mandate and 
specialized capabilities. The United Nations Office on Drugs and Crime (UNODC) serves 
as the primary international body combating cybercrime, transnational organized crime, 
and illicit financial flows. Operating through its Global Programme on Cybercrime, 
UNODC provides critical technical assistance, capacity-building, and specialized training 
to law enforcement agencies, prosecutors, and judicial authorities worldwide. UNODC 
focuses heavily on strengthening digital forensics, securing electronic evidence, and 
tracing illicit transactions conducted via virtual assets and underground banking 
networks. Additionally, UNODC plays a vital role in drafting global research reports and 
threat alerts, such as its detailed analyses of the convergence of cyber-enabled fraud and 
human trafficking in Southeast Asia, which provide policymakers with empirical data to 
guide international strategy. The United Nations Educational, Scientific and Cultural 
Organization (UNESCO) is the lead specialized agency for promoting freedom of 
expression, media literacy, and the protection of journalists. UNESCO approaches the 
information ecosystem from a human-rights and educational perspective, formulating 
global guidelines for platform regulation that place international human rights law at 
their core. UNESCO works extensively with member states to reform educational 
curricula, promoting digital and media literacy to build societal resilience against 
misinformation and hate speech. By empowering individuals to critically evaluate online 
content, UNESCO seeks to address the root causes of information pollution rather than 
relying solely on reactive content moderation or legal prohibitions. 

The United Nations Development Programme (UNDP) focuses on the intersection of 
digital governance, democratic processes, and sustainable development. UNDP supports 
national governments in developing inclusive, transparent digital public infrastructures, 
strengthening the capacity of civil society organizations to monitor hate speech, and 
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promoting democratic participation online. UNDP's interventions are designed to ensure 
that digital transformation does not exacerbate existing social inequalities or lead to 
political polarization, but instead serves as a powerful catalyst for sustainable 
development and social cohesion. The International Telecommunication Union (ITU) 
acts as the UN specialized agency for information and communication technologies, 
focusing on technical standards, spectrum management, and international cybersecurity 
protocols. 

The ITU's work is critical for establishing the underlying technical standards and 
hardware security protocols that prevent unauthorized system access and protect global 
telecommunication networks from exploitation by malicious actors. 

Beyond the United Nations system, national financial regulators and financial intelligence 
units play a vital, operational role. For example, the United States Department of the 
Treasury's Financial Crimes Enforcement Network (FinCEN) utilizes its powerful 
regulatory authority to target the financial life-support systems of transnational criminal 
syndicates. By designating illicit entity groups, such as the Cambodian-based Huione 
Group, as foreign financial institutions of primary money laundering concern under 
domestic laws, FinCEN can effectively cut off these entities from the global correspondent 
banking network. A correspondent account is an account established by a foreign 
financial institution to receive deposits, make payments, or handle other financial 
transactions through a domestic banking entity, serving as a primary link in global wire 
flows. This regulatory action severely restricts the ability of cyber-scam syndicates to 
convert their illicit cryptocurrency proceeds into US dollars or other major fiat currencies, 
demonstrating the immense power of targeted financial regulation in disrupting 
transnational crime. 

7. Impact Analysis 

7.1 Social Impact 

The social consequences of hate speech, misinformation, and digital financial crimes are 
profound, contributing to the systemic erosion of social cohesion, public safety, and 
human rights. The unchecked proliferation of online hate speech, particularly when 
systematically amplified by platform algorithms, has a direct, documented capacity to 
catalyze physical, real-world violence and mass atrocities. When digital platforms become 
echo chambers of virulent, dehumanizing narratives targeting religious or ethnic 
minorities, long-standing societal divisions are rapidly inflamed. 

This social polarization is further exacerbated by misinformation, which undermines the 
shared factual foundation necessary for peaceful democratic dialogue, leading to a 
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collapse of public trust in democratic institutions, independent media, and scientific 
expertise. 

Concurrently, the rise of transnational cyber-scam compounds has created a severe 
human rights crisis. Many of these industrial-scale fraud factories rely heavily on forced 
labor and human trafficking. Vulnerable job seekers from across the globe are lured to 
these enclaves by deceptive online recruitment advertisements, only to have their 
passports confiscated, their physical movement restricted, and to be subjected to 
systematic physical and psychological torture to force them to execute highly 
manipulative financial scams targeting individuals worldwide. This represents a modern-
day form of digital slavery that inflicts massive physical, social, and psychological trauma 
on hundreds of thousands of victims. 

7.2 Economic Impact 

The economic toll of digital financial crimes is immense, threatening both the financial 
security of individuals and the development trajectories of entire nations. At the 
microeconomic level, cyber-enabled fraud and investment scams, such as pig-butchering, 
inflict devastating financial losses on individual victims. Because these scams rely on 
highly sophisticated, long-term psychological manipulation, victims are frequently 
coerced into transferring their entire life savings, taking out massive personal loans, or 
liquidating their retirement portfolios. The resulting economic ruin leads to severe 
personal crises, bankruptcies, and a complete loss of economic independence for affected 
families. At the macroeconomic level, the financial proceeds generated by cyber-scam 
compounds are astronomical, with estimates indicating that transnational criminal 
networks in Southeast Asia alone generate tens of billions of dollars annually. 

These massive, untaxed illicit capital flows distort local economies, push out legitimate 
business activities, and fuel extensive real estate bubbles in extrajudicial zones. 
Furthermore, the rapid exfiltration of funds from developing and middle-income nations 
drains critical domestic capital that could otherwise be used to support productive 
investments and fund national development priorities. 

7.3 Institutional / Political Impact 

The political and institutional impacts of these digital threats undermine the legitimacy 
of sovereign states and threaten the stability of the international order. First, the massive 
financial proceeds generated by digital financial crimes are systematically utilized by 
transnational organized crime groups to corrupt public institutions, bribe law 
enforcement officials, and co-opt local bureaucracies. This high-level corruption hollows 
out the rule of law, reduces the capacity of states to govern effectively, and allows criminal 
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actors to consolidate powerful, parallel security and economic structures that directly 
challenge national sovereignty. In some conflict-affected or border regions, these illicit 
funds are directly used to finance private militias, rebel groups, or military juntas, actively 
fueling ongoing armed conflicts and perpetuating severe humanitarian crises. Second, the 
systemic pollution of the information ecosystem has transformed geopolitical 
competition. State and non-state actors deploy coordinated disinformation campaigns as 
highly effective, low-cost tools of asymmetric warfare. By systematically targeting the 
elections, social divisions, and institutional vulnerabilities of foreign adversaries, these 
campaigns aim to destabilize governments from within, erode democratic legitimacy, and 
manipulate foreign policy outcomes. This weaponization of information has deeply 
compromised international diplomacy, generating high levels of mutual suspicion and 
preventing the international cooperation necessary to address global security challenges. 

7.4 Distributional Effects 

The impacts of the digital crisis are not distributed evenly, but fall disproportionately on 
the most vulnerable and marginalized populations within the global community. 
Individuals with low levels of digital and financial literacy, particularly the elderly, rural 
populations, and economically marginalized groups, are highly vulnerable targets for 
digital scams and misinformation. Because these populations often lack the critical skills 
necessary to identify sophisticated digital manipulation, deepfake technology, and social 
engineering tactics, they suffer high victimization rates and face immense barriers to 
recovery, as they often lack access to legal support or responsive financial institutions. A 
deepfake is a synthetic media in which an image, video, or audio recording is digitally 
manipulated or generated using advanced artificial intelligence to realistically depict a 
person saying or doing something they did not. Furthermore, there is a stark digital divide 
between developed and developing nations in their capacity to respond to these threats. 
While affluent, technologically advanced states possess the financial resources to deploy 
cutting-edge artificial intelligence, establish highly specialized cyber-forensics 
laboratories, and build resilient regulatory frameworks, developing states often struggle 
with basic technical infrastructure and severe budgetary constraints. 

 

This asymmetry means that developing nations become highly attractive targets and 
physical hosts for transnational cybercriminals, leaving them disproportionately 
burdened by the social, economic, and political costs of digital insecurity. 

8. Case Studies 

Case Study 1: The Rohingya Crisis in Myanmar and Meta's Algorithmic Role 
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The mass atrocities perpetrated against the Rohingya Muslim minority in Myanmar in 
2017 stand as one of the most tragic and well-documented examples of how algorithmic 
amplification can contribute directly to real-world mass violence and ethnic cleansing. 

Historically, Myanmar was characterized by deep-seated ethnic and religious tensions, 
particularly in Rakhine State. The rapid introduction of mobile internet and the 
commercialization of smartphones in the mid-2010s transformed the nation's 
communication landscape almost overnight. For the vast majority of the population, 
Facebook was pre-installed on mobile devices and data plans were designed such that 
access to Facebook was free, effectively making the platform synonymous with the 
internet itself. Beginning as early as 2012, extremist nationalist groups and elements of 
the Myanmar military systematically utilized Facebook to launch a highly coordinated, 
virulent disinformation and hate speech campaign targeting the Rohingya minority. 

The content consisted of dehumanizing narratives, fabricating claims of imminent 
demographic replacement, and accusing the Rohingya of systemic crimes against the 
Buddhist majority. Amnesty International's investigations revealed that Meta's 
engagement-based algorithmic systems did not merely host this harmful content 
passively, but actively, proactively amplified and promoted it. 

Because the inflammatory, fear-inducing posts generated high levels of user interaction, 
the ranking algorithms prioritized them in users' feeds, creating an intense, self-
reinforcing echo chamber of hatred. In one notable instance, Facebook's recommendation 
systems recommended a highly inflammatory video by an extremist hate figure to users, 
with over 70 percent of the views coming from automated recommendations rather than 
user searches. Despite years of repeated warnings from local human rights activists, civil 
society organizations, and international observers, Meta failed to conduct adequate 
human rights due diligence or invest in localized content moderators who spoke the local 
languages and understood the complex socio-political context of Myanmar. The resulting 
systemic radicalization of public discourse contributed directly to the conditions that 
enabled the Myanmar military to launch its brutal military operations in August 2017, 
resulting in thousands of deaths and the forced displacement of over 700,000 Rohingya 
into neighboring Bangladesh. This case study demonstrates how a technology company's 
prioritization of corporate profits over human safety can have catastrophic humanitarian 
consequences. 

Case Study 2: The Lazarus Group and the 2016 Bangladesh Bank Cyber Heist 

The February 2016 cyber heist targeting Bangladesh Bank, the central bank of 
Bangladesh, stands as a seminal moment in the history of digital financial crimes, 
exposing the vulnerabilities of the global financial messaging infrastructure. 
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The attack was executed by the Lazarus Group, a highly sophisticated cybercriminal 
organization operating under the direction of North Korea's Reconnaissance General 
Bureau. The primary objective of the group's operations was to capture hard currency for 
the North Korean regime to bypass severe international economic sanctions and fund 
state military programs. The heist began months prior, in late 2015, when the hackers 
sent targeted spear-phishing emails containing custom malware to Bangladesh Bank 
employees. Once an employee clicked on the malicious link, the hackers established a 
secure backdoor, allowing them to silently monitor the bank's internal network, map its 
structure, and capture the highly secure credentials used to operate the bank's SWIFT 
terminal. On Thursday, February 4, 2016, a timing carefully chosen because it was the 
start of the weekend in Bangladesh, the hackers transmitted thirty-five fraudulent SWIFT 
payment instructions. These instructions directed the Federal Reserve Bank of New York, 
where Bangladesh Bank held its foreign currency reserves, to transfer nearly 951 million 
dollars to various bank accounts in the Philippines and Sri Lanka. To conceal their 
activities, the hackers deployed custom malware that compromised the bank's database 
records and physical printer systems, ensuring that the automated paper confirmation 
logs printed blank pages, thereby delaying the discovery of the theft by bank staff until 
the following morning. 

While the Federal Reserve Bank of New York blocked thirty of the transactions amounting 
to 850 million dollars due to a spelling error in one of the instructions that raised 
suspicions, five transactions slipped through the security filters. As a result, 101 million 
dollars was successfully transferred, with 20 million dollars routed to Sri Lanka and 81 
million dollars sent to fictitious personal accounts at a branch of the Rizal Commercial 
Banking Corporation in the Philippines. The funds in the Philippines were rapidly 
withdrawn, converted into local currency, and systematically laundered through several 
large casinos and junket operators, making the assets virtually untraceable. 

While the 20 million dollars sent to Sri Lanka was eventually recovered, the vast majority 
of the 81 million dollars vanished, highlighting the critical vulnerabilities in local endpoint 
security and the absence of rapid, cross-border financial coordination. 

Case Study 3: Transnational Cyber-Scam Compounds in Southeast Asia 

The rapid rise of industrial-scale cyber-scam compounds in mainland Southeast Asia 
represents a complex convergence of human trafficking, digital financial crime, and 
underground banking. The physical epicenter of these operations is concentrated in 
conflict-affected, weakly governed border areas and special economic zones in countries 
such as Cambodia, Laos, and Myanmar. 

These enclaves often enjoy the protection of local armed militias or corrupt bureaucratic 



 

26 

officials, allowing criminal syndicates to operate massive, prison-like compounds with 
complete physical impunity. The business model of these compounds relies on the 
systematic exploitation of trafficked labor. Young, educated, and multilingual individuals 
are lured to the region by fraudulent online job advertisements promising lucrative 
careers in technology, customer service, or translation. 

Upon arrival, their passports are confiscated, and they are imprisoned within high-walled 
compounds secured by barbed wire and armed guards. 

Under threat of severe physical abuse, electric shocks, and psychological torture, these 
modern-day digital slaves are forced to work eighteen-hour shifts, managing hundreds of 
fake online profiles to target and groom affluent individuals worldwide into fraudulent 
cryptocurrency investment schemes. The financial lifeblood of this transnational empire 
is facilitated by highly sophisticated, online guarantee marketplaces, such as the 
Cambodia-based Huione Guarantee, which later rebranded to Haowang Guarantee. 

Operating primarily through thousands of specialized channels on the instant messaging 
application Telegram, Huione Guarantee served as a massive, decentralized escrow 
provider and marketplace for cybercriminals. 

On this platform, merchants openly bought and sold the specialized infrastructure needed 
to run cyber-scams on an industrial scale, including stolen personal databases, synthetic 
deepfake generation software, automated messaging bots, physical equipment such as 
electrified shackles, and professional money laundering services. 

The marketplace processed at least 24 billion dollars in transactions, primarily 
denominated in the Tether (USDT) stablecoin, bypassing all traditional financial 
compliance checks. Although international pressure and US Treasury designations under 
the USA PATRIOT Act led to the formal closure or rebranding of Huione and its payment 
systems, competing platforms such as Xinbi Guarantee rapidly emerged to take its place, 
demonstrating the resilient, adaptive nature of the digital criminal ecosystem. 

9. Challenges to Cooperation 

The formulation and implementation of a cohesive, international strategy to address hate 
speech, misinformation, and digital financial crimes face several profound structural 
obstacles. These challenges reside at the intersection of technology, law, and global 
geopolitics. The first major obstacle is the lack of universally accepted legal definitions for 
hate speech, misinformation, and disinformation. While the international community has 
successfully codified definitions for traditional physical crimes, the digital sphere remains 
highly fragmented. Because terms like hate speech are deeply subjective and bound to 
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specific cultural, historical, and political contexts, there is no global consensus on where 
to draw the line between offensive but protected speech and prohibited incitement. This 
definitional void prevents the harmonization of national laws, which is a prerequisite for 
effective international legal cooperation. 

If a requesting state seeks mutual legal assistance or extradition to prosecute an 
individual for spreading disinformation, the requested state may refuse the request under 
the dual criminality principle if the expression is protected under its own domestic 
constitution. The second challenge is the high level of geopolitical mistrust between the 
major digital powers. The contemporary international system is characterized by intense 
strategic competition, with the United States, China, Russia, and the European Union 
advancing competing models of internet governance and digital sovereignty. This rivalry 
has paralyzed traditional multilateral negotiations. Authoritarian regimes systematically 
utilize cybercrime treaties and national security arguments as legal cover to suppress 
domestic dissent, target journalists, and track political opponents across international 
borders. As a result, democratic nations are highly reluctant to share digital intelligence, 
cooperate on mutual legal assistance, or harmonize surveillance laws with states that have 
a history of exploiting these mechanisms for political persecution. This political deadlock 
ensures that transnational cybercriminals can continue to exploit jurisdictional 
boundaries with practical impunity. 

The third challenge is the physical and technical nature of jurisdictional arbitrage. 
Transnational criminal networks deliberately locate their server infrastructures, physical 
compounds, and financial operations in weak states, conflict zones, or autonomous 
economic enclaves that are practically inaccessible to foreign law enforcement. Because 
traditional international police cooperation relies on the active consent and capacity of 
the host sovereign state, these enclaves act as highly secure safe havens. Even when 
foreign investigators can trace illicit financial flows or identify the physical location of a 
scam compound via blockchain forensics, they are powerless to act without the physical 
cooperation of a host state that may be corrupt, complicit, or completely lacking in 
governance capacity. The fourth challenge is the rapid evolution of technology 
outstripping the slow pace of treaty negotiation and national legislative processes. 
Drafting, negotiating, and ratifying a binding international convention within the United 
Nations typically takes several years, if not decades. 

In contrast, the digital threat landscape evolves continuously. By the time an international 
framework is ratified and implemented, the underlying technologies have shifted, 
rendering the legal provisions outdated or irrelevant. This regulatory lag is particularly 
acute in areas such as generative artificial intelligence, decentralized finance, and 
encrypted communications, where new platforms and capabilities emerge and scale 
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globally in a matter of months. 

10. Key Policy / Strategic Dilemmas 

The General Assembly's efforts to govern the contemporary information ecosystem are 
complicated by several fundamental, strategic dilemmas. These dilemmas represent 
genuine policy trade-offs, where prioritizing one critical public good inevitably 
compromises another. The first dilemma is the trade-off between the protection of free 
speech and the maintenance of public safety. In an ideal world, the digital space would be 
both entirely free and completely safe. In reality, however, the measures required to 
eliminate hate speech and disinformation require the creation of powerful, centralized 
content moderation infrastructures. These infrastructures are highly susceptible to abuse. 

If states are empowered to dictate what constitutes truth or acceptable expression, they 
will inevitably utilize these mechanisms to suppress political dissent, restrict independent 
journalism, and control public discourse. 

Conversely, if states adopt a completely hands-off approach to free speech, the 
information space can become saturated with virulent hate speech and destabilizing lies, 
resulting in severe real-world violence, discrimination, and the erosion of democratic 
institutions. Navigating this boundary requires a highly precise calibration of legal 
standards, such as the Rabat threshold test, which is exceptionally difficult to enforce 
consistently across diverse global platforms. 

The second dilemma is the trade-off between strong encryption and law enforcement 
traceability. End-to-end encryption is a vital technological safeguard that protects the 
fundamental right to privacy, secures digital commerce, and shields human rights 
defenders, whistleblowers, and journalists from state surveillance and persecution. 

However, this same technological shield is systematically exploited by transnational 
criminal syndicates to operate illicit financial marketplaces, manage human trafficking 
networks, and coordinate massive, global cyber-scams in complete secrecy, entirely 
insulated from law enforcement monitoring. If international frameworks mandate that 
technology platforms incorporate decryption backdoors to facilitate criminal 
investigations, they undermine the security of the entire digital ecosystem, exposing all 
users to cyber-espionage and data breaches. If they protect absolute encryption, they 
effectively grant transnational criminals a permanent digital sanctuary. The third 
dilemma is the clash between centralized, state-led digital governance and the multi-
stakeholder model. Authoritarian nations argue that the digital space is a sovereign 
territory that must be governed primarily by nation-states through binding multilateral 
treaties and state regulatory bodies. This model prioritizes national security and social 
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stability but often at the expense of human rights, technological innovation, and civil 
society participation. Conversely, democratic nations and the technology sector advocate 
for a multi-stakeholder model, where civil society, academia, private corporations, and 
governments participate as equal partners in establishing voluntary, consensus-based 
standards. While this model is highly flexible, innovative, and protective of individual 
liberty, it lacks the formal enforcement mechanisms necessary to compel compliance 
from bad-actor states or multi-national monopolies, often resulting in a fragmented, 
weakly enforced global regulatory landscape. 

11. Conclusion 

The contemporary information ecosystem stands at a critical historical juncture. The 
rapid, uncoordinated expansion of digital platforms, algorithmic architectures, and 
financial technologies has created a highly integrated, borderless global commons. While 
this digital revolution has driven immense economic progress and facilitated global 
human connection, it has also unleashed powerful, destabilizing forces. The systemic rise 
of online hate speech, coordinated disinformation, and highly sophisticated, 
transnational digital financial crimes represents a complex, multi-dimensional crisis that 
threatens the very foundations of stable, prosperous, and peaceful societies. Our analysis 
has demonstrated that these digital threats are no longer isolated, parallel phenomena. 
They have converged into a singular, mutually reinforcing threat loop. Engagement-
driven algorithms systematically amplify hate speech and outrage to maximize corporate 
profits, while organized crime syndicates exploit these same architectures, alongside 
encrypted channels and extrajudicial enclaves, to orchestrate massive cyber-scam 
factories powered by human trafficking. The astronomical proceeds from these financial 
crimes are then laundered through underground banking networks and virtual assets, 
funding physical militias, corrupting state institutions, and further destabilizing weak 
jurisdictions. 

 

Addressing this systemic crisis requires a bold, coordinated, and multi-disciplinary global 
response. The United Nations General Assembly, as the only universal deliberative body, 
possesses the unique political legitimacy necessary to lead this effort. However, to be 
effective, the assembly must move beyond soft law declarations and voluntary codes of 
conduct. It must bridge the deep geopolitical divisions between the competing visions of 
digital sovereignty and the multi-stakeholder model, establishing a balanced, human-
rights-centered regulatory baseline that harmonizes national laws, builds technical 
capacity in developing nations, and holds both sovereign states and multinational 
technology corporations accountable for the integrity and safety of the global digital 
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space. 

12. Questions to Consider 

● How can the UN General Assembly establish a universally accepted operational 
definition for hate speech and disinformation that effectively prevents harmful 
online incitement while strictly protecting the constitutional right to freedom of 
expression under Article 19 of the ICCPR? 

● In what ways can the principle of dual criminality within the newly adopted UN 
Convention against Cybercrime be reformed or clarified to ensure that international 
legal cooperation and extradition requests are not exploited by authoritarian 
regimes to target political dissidents and journalists? 

● What specific multilateral mechanisms can be created to incentivize global digital 
platforms to move away from engagement-based algorithmic architectures that 
systematically prioritize and amplify harmful, sensationalist content? 

● How can the international community effectively dismantle transnational cyber-
scam compounds located in extrajudicial zones or weak states, given the physical 
and legal limitations of state sovereignty and traditional cross-border law 
enforcement cooperation? 

● How should the UN General Assembly navigate the Encryption Paradox, balancing 
the fundamental human right to digital privacy with the urgent need for financial 
intelligence units and law enforcement agencies to trace and intercept transnational 
illicit financial flows? 

● What concrete policy measures can be implemented to bridge the digital and 
regulatory divides between developed and developing nations, ensuring that the 
latter are not disproportionately burdened by the high costs of digital compliance? 

● In what ways can specialized UN agencies, such as UNODC, UNESCO, and UNDP, 
coordinate their interventions more effectively to address the convergence of cyber-
enabled fraud, human trafficking, and information pollution? 

● How can global frameworks for virtual assets be strengthened and standardized to 
prevent over-the-counter cryptocurrency brokers and decentralized guarantee 
marketplaces from facilitating large-scale money laundering for organized crime 
syndicates? 

● What role should non-state actors, including technology corporations, civil society 
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organizations, and academic institutions, play in the governance of the 
contemporary information ecosystem, and how can they be held legally accountable 
for systemic failures? 

● How can the UN General Assembly promote public digital and media literacy as a 
primary, proactive tool for building long-term societal resilience against the 
destabilizing impacts of misinformation and hate speech? 

13. Glossary 

● Digital divide: The systemic gap in access to, use of, and capacity to regulate modern 
information and communications technologies between developed and developing 
nations, as well as between different socio-economic groups. 

● Information integrity: The accuracy, consistency, and reliability of information 
within the public sphere, ensuring that citizens have access to verified, high-quality 
data to make informed decisions. 

● Hate speech: Any communication in speech, writing, or behavior that attacks or 
uses pejorative or discriminatory language targeting an individual or a group based 
on their religion, ethnicity, nationality, race, color, descent, gender, or other identity 
factors. 

● Misinformation: The unintentional dissemination of inaccurate or false 
information, shared in good faith by individuals who are unaware that they are 
passing on falsehoods. 

● Disinformation: Inaccurate or false information that is deliberately created and 
systematically disseminated with the specific intent to deceive the public, cause 
social harm, or advance political or economic agendas. 

● Cyber-enabled fraud: Traditional financial crimes, such as scams, identity theft, and 
asset manipulation, that are scaled, accelerated, and transformed through the use 
of digital information and communications technology. 

● Transnational organized crime: Self-perpetuating associations of individuals who 
operate cooperatively across international borders to obtain financial benefits 
through illegal activities, utilizing violence, corruption, and digital systems. 

● Algorithmic amplification: The process by which machine learning models 
systematically prioritize and promote specific content in a user's digital feed based 
on predictive metrics of high user engagement. 
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● Pig-butchering: A highly structured, long-term cryptocurrency investment scam 
that relies on systematic emotional grooming, psychological manipulation, and 
fabricated financial returns to coerce victims into liquidating their assets. 

● Infostealers: Specialized malware designed to compromise user devices and silently 
exfiltrate personal data, system login credentials, and stored financial information 
to digital command-and-control servers. 

● Spear-phishing: A highly targeted, personalized digital social engineering attack 
where malicious actors send customized messages to specific individuals to deceive 
them into revealing sensitive credentials or downloading malware. 

● Zero-day exploit: A software vulnerability that is exploited by malicious cyber actors 
before the software vendor has become aware of it or developed a security patch to 
resolve it. 

● Stablecoins: Cryptocurrencies designed to maintain a stable value relative to a 
specific fiat currency, such as the US dollar, frequently utilized by cybercriminals to 
exfiltrate and layer illicit funds rapidly. 

● Underground banking: Informal, parallel financial transfer systems that operate 
outside the oversight of traditional banking regulators, facilitating untraceable 
cross-border value transfers and money laundering. 

● Digital sovereignty: A state-led model of digital governance where a national 
government asserts absolute, centralized control over all information flows, digital 
infrastructures, and cryptographic protocols within its borders. 

● Rabat threshold test: A six-part legal evaluation framework developed by the UN to 
determine whether a specific instance of expression is severe enough to warrant 
criminal prohibition under international human rights law. 

● Mutual legal assistance: A formal process by which sovereign states cooperate with 
each other to gather and exchange information, secure electronic evidence, and 
execute judicial orders for criminal investigations and prosecutions. 

● Dual criminality: A foundational principle of international law requiring that an 
offense for which extradition or mutual legal assistance is requested must be 
recognized as a crime under the domestic laws of both requesting and requested 
states. 

● Correspondent account: An account established by a foreign financial institution to 



 

33 

receive deposits, make payments, or handle other financial transactions through a 
domestic banking entity, serving as a primary link in global wire flows. 

● Deepfake: Synthetic media in which an image, video, or audio recording is digitally 
manipulated or generated using advanced artificial intelligence to realistically 
depict a person saying or doing something they did not. 

14. Further Readings 

● https://www.globsec.org/sites/default/files/2023-
12/United%20Nations%20Code%20of%20Conduct%20for%20Information%20In
tegrity%20on%20Digital%20Platforms%20ver2%20web_0.pdf 

● https://disinfopacific.org/infointegrity/ 

● https://sdg.iisd.org/commentary/policy-briefs/towards-a-code-of-conduct-to-
ensure-inclusive-information-ecosystem/ 

● https://unu.edu/macau/blog-post/incorporating-un-values-artificial-intelligence-
and-information-integrity-sdgs 

● https://www.unodc.org/roseap/uploads/documents/Publications/2024/TOC_Co
nvergence_Report_2024.pdf 

● https://www.un.org/sites/un2.un.org/files/notohate_fact_sheets_en.pdf 

● https://unicri.org/News/Summer-School-Misinformation-Disinformation-Hate-
Speech-2024 

● https://www.ohchr.org/en/freedom-of-expression 

● https://www.justsecurity.org/124057/promise-peril-cybercrime-convention/ 

● https://www.elliptic.co/blog/huione-largest-ever-illicit-online-marketplace-
stablecoin 
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